EDU Tutorial;

DNS Privacy



http://sinodun.com

Overview

e (Goal;

e Give audience historical background on why DNS
- Prvacyis animportant topic
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Agenaa

* Internet Privacy - presented by dkg
 DNS Privacy - A brief history

 DPRIVE WG et al.
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Internet Privacy



https://www.aclu.org/

DNS Privacy




ETF Privacy activity

March 2011 |I-D: Privacy Considerations for Internet Protocols (I1AB)

June 2013 |Snowdon revelations

July 2013 |REC6973: Privacy Considerations for Internet Protocols



https://tools.ietf.org/html/rfc6973
https://tools.ietf.org/Ehtml/rfc7258
https://tools.ietf.org/html/rfc7624

RFC 7258

“The IETF community's technical assessment is that
PM is an attack on the privacy of Internet users and
organisations.”
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DNS Privacy in 20137

 DNS [RFC1034/5 - 1987] - original design availability,
redundancy and speed!

e DNS standards:

=> NoA: MORECOWBELL

kel ,,' UDP (99%oftraff|0 torOOt) ke DNS monitoring



DNS Disclosure Examp\e 1
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DNS Privacy in 20137

« RFC6891: Extension Mechanisms for DNS (EDNSO)

Intenaea to enhance DNo protocol capabillities

. But mechanlsm enabled addition of end-user data
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http://www.apple.com
https://tools.ietf.org/html/rfc7871
https://lists.dns-oarc.net/pipermail/dns-operations/2016-January/014141.html

DNS Disclosure Example 2




DNS Disclosure Example 2




DNS Disclosure Example 3




DNS - complications

» Basic problem is leakage of meta data
* Allows re-identification of individuals

e But.. legal requirements on providers regarding
access to user data (country specific)
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http://www.bbc.com/news/technology-37353835

DNS Risk Matrix

In-Flight

At Rest

Risk

Passive
Monitoring

Active
Monitoring

Other
Disclosure
Risks
e.g. Data
breaches

DNS Privacy Tutorial @ IETF 97
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Run a local resolver?

 Some users chose to run a local resolver on their
client machine (e.g. Unbound) for increased privacy

* pypass intermediate resolvers




DNS Privacy options (2013)
- DNSCurve | RecursveAuh

 Daniel J. Bernstein, initial interest but not adoption

* DNSCrypt —

- * Many implementations, several open DNSCrypt

Anti-spooting, antli Dos


https://tools.ietf.org/html/draft-dempsky-dnscurve-01
https://www.dnscrypt.org/
https://www.opendns.com/about/innovations/dnscrypt/
https://browser.yandex.com/desktop/main/

DNS Privacy options (2014)

« DNSTrigger (NLNet Labs)

e Client software to enable DNSSEC

 Used TLS on port 443 as last ditch attempt to
~ enable DNSSEC

Sl - p

Goal was DNooEC, not Privacy!



https://www.nlnetlabs.nl/projects/dnssec-trigger/

DPRIVE WG




DPRIVE WG

e DPRIVE WG create in 2014



https://datatracker.ietf.org/group/dprive/charter/
https://datatracker.ietf.org/group/dprive/charter/

DNS Privacy problem

soOme o1 wnom
are Know (1oP)

=> Authentication Is hard




REC 7626 -
DNS Privacy Considerations

Worth a read - many
interesting issues here!

 Problem statement: Expert coverage of risks
throughout DNS ecosystem

 Rebuts “alleged public nature of DNS data”

* The data may be public, but a DNS ‘transaction’
IS not/should not be.

“A typical example from outside the DNS world is: the web site of
Alcoholics Anonymous is public; the fact that you visit it should not be.”
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https://datatracker.ietf.org/doc/rfc7626/

Choices, choices...

e S0... we know the problem but what
mechanism to use for encrypting DNS?

o STARTTLS

Sl e V 1 - .,. , ] g '-'r--’f'/ T _ A
Drarts suomitted on all these
solutions 1o the working group



https://tools.ietf.org/html/draft-wijngaards-dnsop-confidentialdns-03

Encryption Options

b R ORS S Downgrade attack on negotiation
 Known technigue Port 53 - middleboxes blocking?
e |Incrementation deployment |* Latency from negotiation




Encrypted DNS "TODQO’ list
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Get a new port

DNS-over-TLS: Address issues wit

R

over-1CP in standards and implernr

€

DNS-

ntations


https://www.ietf.org/mail-archive/web/dns-privacy/current/pdfWqAIUmEl47.pdf

Get a new port!

e QOct 2015 - 853 is the magic number




DNS + TCP/TLS?

« TCP/TLS is a new challenge for DNS operators

e DNS-over-TCP history:

r . { )
* typical DNS clients do ‘one-shot’ TCP
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Fix DNS-over-TCP/TLS

TFO Fast Open
TLS session resumption
ARESSES



https://tools.ietf.org/html/rfc7766
https://tools.ietf.org/html/rfc7858

Performance (RFC7766)

Client - pipeline requests, keep connection open and handle out-of-order response

Server - concurrent processing of requests sending of out of order responses

in-order concurrent, OOOR

‘ D, A
q1, g2 q1, g2 m ﬁ

g2 delayed
waiting for g1 0 extra
(+1 RTT)

soon
as possible

l
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Authentication In
DNS-over-(D)TLS

2 Usage Protiles:

e Strict

s BoeidoinosRiciclisineiin.
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https://datatracker.ietf.org/doc/draft-ietf-dprive-dtls-and-tls-profiles/

Authentication In
DNS-over-(D)TLS

e Authentication based on either:

e Authentication domain name
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https://datatracker.ietf.org/doc/draft-shore-tls-dnssec-chain-extension/

DNS Auth using DANE

DNS Privacy server




TLS DNSSEC Chain Extension




DPRIVE Solution Documents
(stub to recursive)
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https://tools.ietf.org/html/rfc7858
https://tools.ietf.org/html/rfc7830
http://draft-ietf-dprive-dnsodtls
https://datatracker.ietf.org/doc/draft-ietf-dprive-dtls-and-tls-profiles/

What about Recursive to
Authoritative?

* DPRIVE - Next step Is to tackle this issue with encryption

» draft-bortzmeyer-dprive-step-2

-+ Presents 6 authentication options/models -



https://datatracker.ietf.org/doc/draft-bortzmeyer-dprive-step-2
https://tools.ietf.org/html/rfc7816

DNS Disclosure Examp\e 1
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QNAME Minimisation
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DNS-over-HTTP(S)

 DNS-over-HTTP(S) has been around a while...

e draft-shane-review-dns-over-http



https://datatracker.ietf.org/doc/draft-shane-review-dns-over-http/

DNS-over-HTTP(S)

 Google: DNS-over-HTTPS

e draft-letfi-dnsop-dns-wiretormat-http

e “Servers and Cllents SHOULD use TLS for
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https://developers.google.com/speed/public-dns/docs/dns-over-https
https://datatracker.ietf.org/doc/draft-ietf-dnsop-dns-wireformat-http/
https://datatracker.ietf.org/doc/draft-hoffman-dns-over-http/
https://www.ietf.org/mailman/listinfo/dnsoverhttp

Data handling policies

* Do you read the small print of your ISPs contract?
e More work/research needed in this area

* [ransparency from providers




Risk Mitigation Matrix

DNS Privacy Tutorial @ IETF 97
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In-Flight At Rest
Risk Stub => Rec Rec => Auth At At
Recursive Authoritative
passive [N
monitoring HTTPS)
QNAME
Minimization
Active Authentication
monitoring & Encryption
Other
Dlsglosure Data Best Practices (Policies)
AlELE e.g. De-identification
e.g. Data 9.
breaches

Nov 2016, Seoul



Implementation
Status




RECURSIVE

Recursive Implementations

Features Recursive resolver
Unbound BIND Knot Res
Dark Green: Latest stable release supports this
M Light Green: Patch available
M VYellow: Patch/work in progress, or requires building a patched dependency
| Purple: Workaround available
B Grey: Not applicable or not yet planned

DNS Privacy Tutorial @ IETF 97
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Alternative server
side solutions

* dnsdist from PowerDNS would be great...

 But no support yet



http://dnsdist.org/
https://portal.sinodun.com/wiki/display/TDNS/Using+a+TLS+proxy
https://kb.isc.org/article/AA-01386/0/DNS-over-TLS.html

STUB

Stub implementations

Features

Stub

Dark Green:
M Light Green:
B Yelow:
B Grey:

* getdns uses libunbound in recursive mode

DNS Privacy Tutorial @ IETF 97

digit

getdns

BIND (dig)

Latest stable release supports this

Patch available

Patch/work in progress, or requires building a patched dependancy
Not applicable or not yet planned

45
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http://www.nlnetlabs.nl/projects/ldns/
http://www.isi.edu/ant/software/index.html#digit
https://getdnsapi.net/

Implementation Status

* |ncreasing uptake of better DNS-over-TCP
e Several implementations of DNS-over-TLS

~ + Noneyetof DNS-overDTLS
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Deployment
Status




DNS-over-TLS Servers



https://portal.sinodun.com/wiki/display/TDNS/DNS-over-TLS+test+servers

RIPE NCC

* RIPE DNS WG: Discussion support of experimental
DNS Privacy Services
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~* RIPE NCC have expressed interest in a community




STUB

 Modern async DNSSEC enabled AP

e https://getdnsapi.net

* Written in C, several bindings
 DNS-over-TLS, validating DNSSEC stub

e ‘Stubby’ now available for testing

DNS Privacy Tutorial @ IETF 97 50 Nov 2016, Seoul


https://getdnsapi.net

Meet Stubby -
A Privacy Enabling Stub Resolver



https://en.wikipedia.org/wiki/Sergeant_Stubby

Stubby -
getdns_query by another name

* 1.1.0a3 - getdns_query tool extended to
 Run as daemon handling requests

* Configure OS DNS resolution to point at 127.0.0.1
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Stubby Demo



https://portal.sinodun.com/wiki/display/TDNS/DNS+Privacy+daemon

Ongoing and Future work

* Hacking this weekend at the IETF 97 Hackathon
e |Lots of work on Stubby!
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summary

 DNS Privacy is important issue

* Active work on the large solution space




Thank you!

Any Questions”



mailto:sara@sinodun.com

