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Preface

Who Should Read This Guide

This guide describes how to install, configure, operate, and maintain a PGP
Certificate Server. The guide is for System Administrators or others who are
responsible for setting up and running the Server. The Certificate Server
allows PGP users to submit and retrieve keys according to the policies
enforced at your site.

What's in This Guide

Chapter 1 The PGP Certificate Server

Describes the PGP Certificate Server’s features and explains how the Server
works.

Chapter 2 Configuration

Describes how to configure the PGP Certificate Server.
Chapter 3 Operation

Describes how to run the Server and Replication Engine.
Chapter 4 Using the Replication Engine

Describes how to use the Replication Engine.

Chapter 5 Using the Server

Describes how to use the Server.

Chapter 6 Secure Mode

Describes how to set up and use Secure Mode.
Chapter 7 Monitoring and Logging

Describes how to monitor Server usage and how to interpret the log files.
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Conventions Used in this Guide

The following sections explain the conventions used in this manual to
delineate and emphasize important terms, concepts, and instructions.

Typographical Conventions

New terms, variables, commands, and code samples appear in a different style
or font to help distinguish them from the surrounding text.

= New terms are shown in italics and are generally defined in context or, if
necessary, are elaborated on in greater detail in the Glossary. Variables are
also shown in italics, for example,
http://<www.company.com>/certserver/default.ntm

= Commands are shown in bold to indicate information that appears on the
screen.

= Code samples are shown in Courier font (this is an example of
Courier)

Special Advisements

The following special advisements are used to call your attention to
information that requires consideration.

[ NOTE: Notes give supplemental information that emphasizes a concept
or explains a caveat regarding the current topic of discussion.

TIP: Tips give specific guidelines you should follow or precautions you
should take when carrying out a specific task.

% WARNING: Alerts are warnings about conditions or procedures that
could result in unwanted consequences unless specific measures are
observed.

For More Information

There are several ways to find out more about Network Associates and its
products.

Xii PGP Certificate Server for NT
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Customer Service

To order products or obtain product information, contact the Network
Associates Customer Care department.

You can contact Customer Care at one of the following numbers Monday
through Friday between 6:00 A.M. and 6:00 p.M. Pacific time.

Phone (408) 988-3832
Fax (408) 970-9727
Or write to:

Network Associates, Inc.
3965 Freedom Circle
Santa Clara, CA 95054
U.S.A.

Technical Support

Network Associates is famous for its dedication to customer satisfaction. We
have continued this tradition by making our site on the World Wide Web a
valuable resource for answers to technical support issues. We encourage you
to make this your first stop for answers to frequently asked questions, for
updates to Network Associates software, and for access to Network Associates
news and encryption information.

World Wide Web http://www.nai.com

Technical Support for your PGP product is also available through these

channels:
Phone (970) 522-2952
Fax (408) 970-9727
Emalil PGPSupport@pgp.com

To provide the answers you need quickly and efficiently, the Network
Associates technical support staff needs some information about your
computer and your software. Please have this information ready before you
call:

< PGP product name
= PGP product version

= Computer platform and CPU type

Administrator's Guide Xiii
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Amount of available memory (RAM)
Operating system and version and type of network

Content of any status or error message displayed on screen, or appearing
in a log file (not all products produce log files)

Email application and version (if the problem involves using PGP with an
email product, for example, the Eudora plug-in)

Year 2000 Compliance

Information regarding NAI products that are Year 2000 compliant and its Year
2000 standards and testing models may be obtained from NAI’s website at
http://www.nai.com/y2k. For further information, email y2Zk@nai.com.

Your Feedback is Welcome

We continually improve our product documentation and welcome customer
feedback. If you would like to provide input, please send email to us at the
following address:

tns_documentation@nai.com

Related Reading

Here are some documents that you may find helpful in understanding
cryptography:

Non-Technical and beginning technical books

“Cryptography for the Internet,” by Philip R. Zimmermann. Scientific
American, October 1998. This article, written by PGP’s creator, is a tutorial
on various cryptographic protocols and algorithms, many of which happen
to be used by PGP.

“Privacy on the Line,” by Whitfield Diffie and Susan Eva Landau. MIT Press;
ISBN: 0262041677. This book is a discussion of the history and policy
surrounding cryptography and communications security. It is an excellent
read, even for beginners and non-technical people, and contains
information that even a lot of experts don't know.

“The Codebreakers,” by David Kahn. Scribner; ISBN: 0684831309. This book
is a history of codes and code breakers from the time of the Egyptians to the
end of WWII. Kahn first wrote it in the sixties, and published a revised
edition in 1996. This book won't teach you anything about how
cryptography is accomplished, but it has been the inspiration of the whole
modern generation of cryptographers.

Xiv PGP Certificate Server for NT
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“Network Security: Private Communication in a Public World,” by Charlie
Kaufman, Radia Perlman, and Mike Spencer. Prentice Hall; ISBN:
0-13-061466-1. This is a good description of network security systems and
protocols, including descriptions of what works, what doesn't work, and
why. Published in 1995, it doesn't have many of the latest technological
advances, but is still a good book. It also contains one of the most clear
descriptions of how DES works of any book written.

Intermediate books

“Applied Cryptography: Protocols, Algorithms, and Source Code in C,” by Bruce
Schneier, John Wiley & Sons; ISBN: 0-471-12845-7. This is agood beginning
technical book on how a lot of cryptography works. If you want to become
an expert, this is the place to start.

“Handbook of Applied Cryptography,” by Alfred J. Menezes, Paul C. van
Oorschot, and Scott Vanstone. CRC Press; ISBN: 0-8493-8523-7. This is the
technical book you should read after Schneier’s book. There is a lot of
heavy-duty math in this book, but it is nonetheless usable for those who do
not understand the math.

“Internet Cryptography,” by Richard E. Smith. Addison-Wesley Pub Co;
ISBN: 0201924803. This book describes how many Internet security
protocols work. Most importantly, it describes how systems that are
designed well nonetheless end up with flaws through careless operation.
This book is light on math, and heavy on practical information.

“Firewalls and Internet Security: Repelling the Wily Hacker,” by William R.
Cheswick and Steven M. Bellovin. Addison-Wesley Pub Co; ISBN:
0201633574. This book is written by two senior researchers at AT&T Bell
Labs and is about their experiences maintaining and redesigning AT&T's
Internet connection. Very readable.

Advanced books

“A Course in Number Theory and Cryptography,” by Neal Koblitz.
Springer-Verlag; ISBN: 0-387-94293-9. An excellent graduate-level
mathematics textbook on number theory and cryptography.

“Differential Cryptanalysis of the Data Encryption Standard,” by Eli Biham and
Adi Shamir. Springer-Verlag; ISBN: 0-387-97930-1. This book describes the
technique of differential cryptanalysis as applied to DES. It is an excellent
book for learning about this technique.
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The PGP Certificate Server

This chapter describes the PGP Certificate Server’s features and explains how
the Server works. The last section, “Getting Started” on page 22, includes
complete instructions to install, configure, and run a Certificate Server.

You must have administrative privileges on the machine on which the PGP
Certificate Server is running. To remotely start the NT service from the
console, you also need domain administrative privileges. This guide assumes
that you are the System Administrator.

[ NOTE: Throughout this documentation we refer to the PGP Certificate
Server as the Server and the Replication Engine as the engine.

General Features

The PGP Certificate Server allows users to submit and retrieve keys from a
database. A key is a digital code used in conjunction with a cryptographic
algorithm to encrypt, sign, decrypt, and verify email messages and files.
Information encrypts differently with different keys. The Server uses a set of
user-defined policies to control key submission and retrieval.

Server features include the following:

= Automated installation and configuration of the Server through
easy-to-use scripts and a Web-based Configuration/Monitoring wizard.

= Single point-of-control user interface to start and stop the Server and
monitor other activities.

= Flexible key retrieval that supports searches on multiple key attributes,
such as the key type, key ID, creation date, and so on.

= Authentication safeguards that limit access to restricted Server functions
(includes access controls and signature verification).

= PGP Replication Engine that allows you to replicate database entries to
multiple Servers. The databases on these Servers are automatically
updated to reflect the contents of the database on the primary Server.

Administrator's Guide 17



The PGP Certificate Server

How it Works

The PGP Certificate Server is designed to run on the Windows NT platform.
The Server is based on the Lightweight Directory Access Protocol (LDAP), a
global directory model. LDAP provides a standard method to manage the
submittal and retrieval of keys stored in a centralized database. The Server
includes a Replication Engine to propagate the contents of the master database
to multiple Servers, if required.

The Server enforces the certificate policy established during configuration.
The certificate policy identifies the criteria that the Server uses to enforce the
acceptance or rejection of keys. The certificate policy also identifies how keys
are retrieved by users.

Some older versions of PGP only support access to key servers over the Web.
For these versions, the Server includes a CGlI interface that supports the HTTP
protocol. This also allows PGP clients to access the Server through firewalls
without an LDAP proxy.

What is a Certificate?

A digital certificate, called a certificate throughout this document, is
information included with a person’s public key that helps others verify that a
key is genuine or valid. A digital certificate consists of three things:

= A public key.

= Certificate information (identifies information about the user, such as
name, user 1D, and so on).

= A digital signature.

Installation and Configuration

18

Installation of the Server is performed using a simple-to-use installation wizard.
The wizard makes sure all the necessary software components are loaded in
the proper sequence and stored in the appropriate directories.

Note that the different components (Certificate Server, consoles, and
Replication Engine) can be installed on different machines. You may choose to
install the Certificate Server as an NT service on one machine, the Certificate
Server’s console on another machine, and the Replication Engine and
Replication Engine’s console on a third machine. See the PGP Installation Guide
for installation instructions.

PGP Certificate Server for NT



The PGP Certificate Server

The Replication Engine usually resides on the same machine as one of the
Certificate Servers. Replica or slave Certificate Servers can be on different
machines. The Replication Engine’s console can reside on a different machine
than the Replication Engine.

Configuration of the Server is performed using a Web-based
Configuration/Monitoring wizard. The wizard helps you set up the Server to
meet the requirements of your site. This configuration method should address
the needs of most installations. However, if you need to change the Server’s
configuration, you can edit the Server’s configuration file. Some configuration
is allowed from the console as well.

Operation

You control the Server’s major functions (for example, starting and stopping
the Server) from the Server’s graphical console. The console, which may not be
on the same machine as the Server, also allows you to monitor Server activity.

When the Server is running, it responds to user requests to add, search for, and
retrieve keys. The Server uses two sets of criteria to accept or reject keys: user
access level and configuration parameters in the configuration file.

Submitting Keys

When a key is submitted to the Server, the Server checks to see if the key passes
the policy requirements established during configuration (for more
information about this criteria, see “Certificate policy configuration settings”
on page 39).

= The Server verifies that the key is signed by the required entities, as
identified during Server configuration.

= The Server verifies the Authorized signatures on the key, as identified
during Server configuration. The Server removes all unauthorized
signatures or User IDs from the key before storing the key in the Server’s
database.

After enforcing the policy requirements, the Server accepts the key. If the key
does not pass the policy requirements, the key is rejected and a copy of the key
is placed in a pending bucket. You can examine the key and decide if the key
should be allowed on the Server (for more information about the pending
bucket, see “Administering the Server” on page 71).
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Retrieving Keys

When a key is placed on the Server, PGP users can retrieve the key to encrypt
data and verify digital signatures.

All users can use the standard LDAP search and retrieval functions to access
keys. Here are some of the attributes you can use in your search:

= email address
= User name (both first and last names)
= Key IDs

= PGP key type, size, revocation status (that s, if the key’s owner has revoked
the key because it is old or compromised).

= Creation and expiration dates

All users use the same interface to access keys. As System Administrator, your
authority level, established during Server configuration, allows you to add,
disable, and delete keys from the Server.

For more information on how to configure these settings, see Chapter 2,
“Configuration.”

Importing and Exporting Keys

20

As System Administrator, you can import and export keys. Use these features
to distribute large numbers of keys. You can import both PGP keyrings and
ASCll-armored key files from any client machine that has proper access to the
Server using the LDAP protocol. (A keyring is a set of keys. An ASClI-armored
key file is binary information encoded using a standard printable, 6-bit ASCII
character set.) You can also export keys to any client machine from the
machine running the Server.

PGP Certificate Server for NT
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Replication of the Database to Other Servers

The Replication Engine is a robust replication mechanism used to propagate
the contents of a primary or master Server‘s database to one or more slave
Servers. A replication daemon monitors the master Server and updates the
slave Servers’ databases whenever a change occurs on the master Server.

You identify the slave Servers when you run the Configuration/Monitoring
wizard. The wizard stores this information in the master Server’s
configuration file.

Not all installations will use the master-slave Server configuration. A variety
of Server configuration models are described in Chapter 5, “Using the
Replication Engine.”

Monitoring usage and activity

The statistics collected by the Server and the Replication Engine allow you to
monitor usage and track various activities. During configuration you identify
the types of activities that you want to track and the level of detail you want
the Server to record.

There are several ways to find out how the Server and Replication Engine are
performing:

= Monitor the activity in real-time (click the Monitor tab from the console or
use the Configuration/Monitoring wizard’s monitoring features). Use the
wizard when you do not have direct access to the machine where the
Server resides.

= Consult the Access Log File (stores a more complete record of activities).
This file is available from the Configuration/Monitoring wizard.

= Check the Events panel (displays any errors that occur while the Server or
Replication Engine is running).

= Consult the NT Event Log (lists all of the errors that have occurred over a
longer period of time).

Administrator's Guide 21



The PGP Certificate Server

Getting Started

NOTE: You must have administrative privileges on the machine on
which the PGP Certificate Server (Server) or Replication Engine (engine)
is running. To remotely start the Server or engine as an NT service from
the console, you also need administrative privileges on the domains of
both machines. This guide assumes that you are the System
Administrator.

There are two major components that you can install: the Certificate Server
(Server) and the Replication Engine (engine).

= The Server allows users to submit and retrieve keys from a database. The
Server uses a set of user-defined policies to control key submission and
retrieval.

= The engine allows you to replicate database entries on a primary Server to
multiple secondary Servers. The databases on these Servers are
automatically updated to reflect the contents of the database on the
primary Server.

The Server and engine each have a console. In addition, the Server has a
Configuration/Monitoring Wizard that requires a web server.

The different components (Server, Server console, engine, and Engine console)
can be installed on different machines. The only exception to this rule is that
the primary server and engine must be on the same machine.

The following is a brief outline of the steps you need to take to install the
Server and engine and get them up and running.

Installation and operation

The following scenario assumes that the Certificate Server and console are
installed on the same machine.

1. Run the PGP setup program to install the Certificate Server and
Replication Engine. Specific instructions are included in the PGP
Installation Guide. The components that you can install are:

= PGP Certificate Server

= PGP Replication Engine

= PGP Certificate Server Console

= PGP Replication Engine Console

= Certificate Server Administrator’s Guide
= Certificate Server Web Interface
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Launching the Server as an NT service from a local

console

To start the Server as an NT service on the local machine, start the Server
console (Start -> Programs -> PGP Certificate Server -> PGP Certificate
Server console).

If you have multiple keys on your default keyring, you are prompted to
select the console's TLS key. If you have only one key on that keyring, it
is automatically selected.

If the selected key requires a passphrase, you are prompted to enter the
passphrase.

Verify that the NT Service Disabled checkbox on the c